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Whenever the GDP goes down of any nation and unemployment increases and offences also increases the 
main of this paper is to analyze the cyber crime by teenager and youth and how they are affecting the 
society through cyber crime. The cyber crime bucks to extracts money from the people whether they 
belong do to nation or not and it affects the common people and I want to draw your attention towards the 
misuse of computer and laptop and internet and other social media networks so we have to use in a proper 
manner with security over computers and electronic gadgets and we have to aware about the crime and 
how it can affects people. 
Keywords: Misuse of internet, stalking, bank frauds unlawful demands. 
Introduction 
In today’s world the teenager and youth of our society who are college going and school going students 
are misusing the internet and they are committing the offences through cyber crime. In the last two year 
our nation suffered a lot due to pandemic of corona .In these last two year the economy of our nation is 
down so some youth did not get the job they made their own idea for earning money so they used to do 
illegal works through cybercrime. In between all this there was tremendous increase in the fake news in 
the social media and people used to demand money through social media from their friends and their 
relatives. The scenario gives the inspiration towards the offences by criminal minds people through cyber 
crime. Example of cyber crime- fake calls, online theft, and offer of employment. 
In December 2019 a disease came in India and in the world .The name of this disease was corona virus. 
This virus also known as covid -19 this disease affect the many people of the world this kind of pandemic 
give rise to many challenges which were psychological, financial, social etc. faced by people in the world 
.In this pandemic many private companies removed their workers from the jobs. While some did not get 
their education facility. It was not possible to provide online education at village level. So they choose the 
way for cyber crime. Due to this covid -19 government 
Impact of Cyber Crime on Youth in Lockdown 17 




Announced the lockdown in whole nation and people were not allowed to come out their houses out of 
them some people are not habitual for using the online services they target of common people for cyber 
crime which happened during this lockdown. 
Major impact of cyber crime on teenager and youth are the following:- 
Misuse of Internet 
When the lockdown was declared by the government  on 22 march 2020 due to their covid -19 since that 
day whole nation was lockdown schools and college were also closed and that lockdown was affecting the 
study of students then govt. launched the policy to start the school through online way this was the first 
time when our nation educational system was depend on online mode so students were attending their 
classes through computer laptop and mobile when their classes were going on at that time students used to 
attend the class and after some time when they become bore with the class they used to apps in their 
computer or cell phone while  sometime they used to open other links which were not beneficial for them. 
While some poor people were not have facility to study so they lost their basic study .some time they used 
to open the porn site and other porn video this type of video and sites impacts over the minds of students. 
In India this is not crime to watch adult video but if you are sharing the publishing, displaying, 
distributing is crime and if someone engages the child in video it will also be the crime .students are using 
cell phones or computer for class but they used to waste their time in watching game or video instead of 
attending class. Online study somewhere affects the student interest in study. 
Bank fraud 
By theft of personal information by any way through which they do the bank fraud. During lock down 
many other crime has also taken place like bank fraud extortion hacking etc. this offences are mostly done 
by the people who are unemployed or who has removed from their jobs these offences who were doing 
these people where having a lot of knowledge about the computers and networking sometimes fake calls 
come on over cell phone and people used to ask your KYC is not updated or any other related account 
question and there are so many gadgets in market for bank fraud in recent scenario mostly people are 
using UPI it is made for the benefit of customer but people are misusing it. 
How can we report fraud? 
There is one customer care number 1800111109 for reporting the fraud lent activity by using this call you 
can report about the fraud. There is also another email id which is provided by the bank for making the 
complain if you are using UPI and you are not doing any transition and the money is withdrawal then you 
can report through the above mode. 
Cyber stalking  
As a society is developing the criminal activity is also increased due to increase of internet use cyber 
crime means any use of illegal activity technology, laptop, computer electronic medium is called cyber 




Typed of cyber stalking 
1. Cat fishing:- 
2. Hijacking wave camera 
                                                          
1 Shreya Singhal Vs UOI AIR 2015 SC 1523. https://www.lawyersclubindia.com/articles/landmark-judgments-on-cyber-law-14025.asp, 
Visited 10th Sep. 2021. 
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4. Social change 
5. Voyeurism 
Cat fishing 
In this people used to make a duplicate profile of girls or some time they copy exciting users profile with 
photos to look like real one. 
Hijack webcam 
In these offences it easy for accuse to hack your wave came. Often stalker was malware infected files into 
the victim come which gives them access to webcam. if you are not using your webcam the hide it with 
tab. if any person does any offence by stalking then he shall be liable for punishment under IPC  under 
section 354 (d) for three years and fine. section 67 of information technology act 2000 when senders sent 
or host any offside content to victim through electronic media will libel for punish meant which may 
extinct to 5 years and  section 500
2
 of IPC he shall be liable for punished for 2 years. 
Voyeurism 
It is define under 354(C) of IPC 1860 this is also an offence it means that if any women who is busy in 
doing their private acts she thinks that no one is there to watch her and she cannot do that act in public. It 
shall be punishable under 66(E) of the IT act. 
How Cyber Report Can Be Lodged 
In cyber crime you can make a compliant anywhere at any time. And you can also make an FIR and u can 
make online compliant also. If any police officer refused to make any lodge complaint then under sec. 154 




During the lock down mostly crime come into existent and people along with the government were finding 
ways to restart the things in a proper and safe way but by the time the positive can come up many business 
factories become cash drive dragging closer sale or setting up of operation this created a lot of chaos which 
affect person individually and there relation are its personal or professionals got affected negatively to 
uncertainty on their life’s due to corona virus under normal circumstances the public would not have 
general used those sites for shopping added that it could not said if street criminal migrated to online fraud. 
Scope of cyber law 
There is a tremendous scope of cyber law in India as the number of activity through internet is on your 
increase with changing time the requirement for cyber law and their application is gathering momentum.
4
 
How can we protect over self from such offences 
1. never dispose your personal detail 
2. report the information to the concern police officer 
3. what out your child when they are using their cell phone or computer 
4. take help with cyber cell made by government 
5. if someone ask for paying money be aware 
                                                          
2 State of Tamil Nadu Vs SuhasKatti CC No. 4680 of 2004:https://www.lawyersclubindia.com/articles/landmark-judgments-on-cyber-law-
14025.asp Visited 12th Sep. 2021. 
3 Shamsher Singh Verma Vs State of Haryana 2015 SCC OnLine SC 1242: https://www.lawyersclubindia.com/articles/landmark-
judgments-on-cyber-law-14025.asp Visited 12th Sep. 2021. 
4 CBI Vs Arif Azim (Sony Sambandh case): https://www.lawyersclubindia.com/articles/landmark-judgments-on-cyber-law-14025.asp 
Visited 12th Sep. 2021. 
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6. don’t believe on strangers or fraud messages, always ask the cross questions 
Related laws 
1. information technology act 2000 
2. it .amendment act 2000 
3. Indian penal code 1860 
4. evidence act 1872 
5. bankers book evidence act 1891 
6. reserve bank of India act 1934 
Role Judiciary 
 Shreya Singhal Vs UOI5 While pronouncing the decision court discussed three concepts and they were 
discussion, advocacy, and incitement. The court was of the view that mere discussion or even advocacy of 
a cause, irrespective of how unpopular the same is at the heart of the freedom of speech and expression. 
The court held that section 66(A) is ambiguous, and is vocative of the right to freedom of speech and it 
takes within its range the speech that is innocent as well. It removed an arbitrary provision from IT Act, 
2000 and upheld citizens’ fundamental right to free speech in India. It was of the view that even though 
section 66(A) is struck down, provisions in the Indian Penal Code, 1860 will continue to be applicable 
prohibiting racist speech, any speech that outrages the modesty of a woman or speech aimed at promoting 
enmity, abusive language, criminal intimidation, racism, etc. 
 M/s Gujarat Petrosynthese Ltd and Mr. Rajendra Prasad Yadav Vs Union of India6  There is no need 
to offer any directions. However, it is expected that, after a period of more than two years, the respondent 
will take up the question of appointing a Chairperson to the CAT with urgency and do so as quickly as 
possible, taking into account Section 53 of the Information Technology Act, 2000. The petition is 
dismissed with these observations and no cost order. 
 Shamsher Singh Verma Vs State of Haryana7 The Supreme Court concluded that a Compact Disc is 
likewise a document and is admissible, and that the accused, complainant, or witness does not need to 
personally admit or deny a document under Section 294 (1) of the CrPC. 
 CBI Vs Arif Azim (Sony Sambandh case) The court found Arif Azim guilty, but because he was a young 
boy and a first-time offender, the court was lenient. The convicted person was given a one-year 
probationary period. The Indian Penal Code, 1860, was cited by the court as an effective piece of 
legislation to depend on when the IT Act was not sufficient.  
 State of Tamil Nadu Vs SuhasKatti8 The accused was convicted under Section 469 and 509 of the Indian 
Penal Code, 1860 and Section 67 of the IT Act by Additional Chief Metropolitan Magistrate. He will be 
punished with a  2 years along with a fine of Rs. 500 under Section 469 of the IPC, Simple Imprisonment 
of 1 year along with a fine of Rs. 500 under Section 509 of the IPC, and Rigorous Imprisonment of 2 years 
along with a fine of Rs. 4,000 under Section 67 of the IT Act. The present case is a landmark case in Cyber 
Law as it ensured efficient handling of the case by making conviction possible within 7 months from filing 
the FIR. 
                                                          
5 AIR 2015 SC 1523. 
6 2014 (1) Kar L J 121. 
7 2015 SCC OnLine SC 1242. 
8 CC No. 4680 of 2004.   
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In this era we must be beware about the fraud people those who are offering us to earn money by any shortcut 
and profiteering if we get any fake calls   regarding money then  give the information to the police. If any 
person asking your personal account detail through electronic devices then we should not share the detail and 
we must inform to the police. Don’t click on any unknown link or messages we must advice the youth and 
teenager not to commit any such offences. Which affect the society and people are losing their trust with each 
other now the law is very strict if any person commit the offence then he shall be punishable with rigorous 
imprisonment. So the students and youth should use their cell phone or computer for legal purposes and don’t 




                                                          
9 CBI Vs Arif Azim (Sony Sambandh case)  
https://www.lawyersclubindia.com/articles/landmark-judgments-on-cyber-law-14025.asp 7:04 pm Monday, October 4,2021 
 
